
In today’s cybersecurity job market, Certified Information Systems Security Professionals (CISSP®) continue 
to be in high demand. According to 2014 data from workforce research firm Burning Glass International 
Inc., U.S. employers posted 50,000 jobs requesting candidates with CISSP, recruiting from a pool of only 
60,000 CISSP holders.  Demand for these information security leaders is outpacing supply. 

But the growing volume, variety, and sophistication of cyber threats have made one fact clear: successfully 
combatting threats requires a team effort. CISSPs are just one member of this team. Many organizations are 
now bolstering their cybersecurity front lines with Systems Security Certified Practitioners (SSCP®). These 
IT professionals are key defenders against cyber attacks and possess the hands-on technical knowledge 
to assure strong information security is being implemented and maintained across IT operations. 

When evaluating whether the CISSP or SSCP certification is right for you, consider the following fives ways 
these cybersecurity professionals differ and work together within an organization. 

1.  SSCPs and CISSPs roles are complementary – SSCPs implement the security policies and 
procedures that CISSPs have developed. They work in a range of IT positions where knowledge 
of security is critical such as systems analyst, systems administrator, and network administrator. 
CISSPs are the CISOs, directors of security, and network architects responsible for designing, 
implementing, and managing all aspects of an enterprise security program. In large organizations, 
SSCPs and CISSPs may operate in different groups, but they coordinate around the same security 
strategy. SSCPs often report to IT directors and other mid-level managers, while CISSPs report 
to the C-level. Small or mid-sized organizations will be less likely to have a CISSP on staff and, 
in these cases, SSCPs may take on more of a managerial role helping to both develop and 
implement security.   

2.  SSCPs are deep in IT, CISSPs assure security of the 
business – SSCPs have experience administering and 
specializing in core enterprise technologies, including 
data center systems, databases, Web services, directory 
services, virtualization, mobility and networking, etc. 
In becoming SSCPs, these IT pros have taken the next 
step in demonstrating their ability to implement security 
across IT infrastructure, not just in one functional area 
or technology. CISSPs bring a breadth and depth of 
security expertise and managerial skills to their role, 
including understanding new threats, technologies, 
regulations, standards, and practices, which are critical 
to establishing a holistic information security program 
that protects the business. 

Creating a Culture of Security

SSCP certification goes beyond 
the mechanics of implementing 
security to bring a higher caliber of 
cybersecurity awareness to those 
in IT operational roles. Together, 
SSCPs and CISSPs empower 
organizations to react more swiftly 
and competently to cyber threats.

          - Adam Gordon, CISSP, SSCP
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3.  SSCPs help CISSPs spot trends impacting security – SSCPs have their feet to the ground and 
tend to be the first to be alerted to issues that need to be elevated within the organization. In this 
way, SSCPs serve as an early warning system – helping to quickly identify trends or spot problems 
that could pose a threat. Their experience on the front lines of IT supports the efforts of CISSPs 
who have the perspective to evaluate the situation from an overall security posture and determine 
how these changes will impact the business and security policies and procedures.  

4.  SSCPs and CISSPs unite against threats – When a breach is detected, SSCPs play a critical 
role in implementing an initial stop-gap solution and remediating the breach based on an 
established response plan. CISSPs provide direction and support and also help bridge the divide 
between IT and the business to ensure the organization can respond swiftly and successfully. 
Together, they work as a team to ensure the security event is effectively addressed, investigated, 
and resolved. 

5. SSCPs and CISSPs create a culture of security – SSCP certification holders have not 
only proven they know how to implement and maintain security across IT operations, they’ve 
gone a step beyond to understand key processes in areas such as risk management and cloud 
computing. This enables SSCPs and CISSPs to speak the same information security language 
and foster a strong culture of security that permeates the entire organization and protects its 
employees, customers, and sensitive data from cyber threats. 

For more information, visit www.isc2.org, or download the CISSP or SSCP snapshots and brochure at 
www.isc2.org/cissp-or-sscp.

1Burning Glass Technologies, “Job Market Intelligence: Report on the Growth of Cybersecurity Jobs,” March 2014, p. 1, 
http://www.burning-glass.com/research/cybersecurity/, accessed February 2015

About (ISC)2

Formed in 1989, (ISC)2 is the largest not-for-profit membership body of certified information and software 
security professionals worldwide, with nearly 100,000 members in more than 1 35 countries. Globally 
recognized as the Gold Standard, (ISC)2 issues the Certified Information Systems Security Professional 
(CISSP®) and related concentrations, as well as the Certified Secure Software Lifecycle Professional 
(CSSLP®), the Certified Cyber Forensics Professional (CCFP®), Certified Cloud Security Professional 
(CCSPSM), Certified Authorization Professional (CAP®), HealthCare Information Security and Privacy 
Practitioner (HCISPPSM), and Systems Security Certified Practitioner (SSCP®) credentials to qualifying 
candidates. (ISC)2’s certifications are among the first information technology credentials to meet the 
stringent requirements of ISO/IEC Standard 17024, a global benchmark for assessing and certifying 
personnel. (ISC)2 also offers education programs and services based on its CBK®, a compendium of 
information and software security topics. More information is available at www.isc2.org.
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