The evolving field of cyber forensics requires professionals who understand far more than just hard drive or
intrusion analysis. This field requires CCFP holders who demonstrate competence across a globally recognized
common body of knowledge that includes established forensics disciplines as well as newer challenges, such as
mobile forensics, cloud forensics, anti-forensics, and more.
It’s not just the knowledge; it’s the know-how. The CCFP credential indicates expertise in forensic techniques
and procedures, standards of practice, and legal and ethical principles to assure accurate, complete and reliable
digital evidence admissible to a court of law. It also indicates the ability to apply forensics to other information
security disciplines, such as e-discovery, malware analysis, or incident response. In other words, the CCFP is an
objective measure of excellence valued by courts and employers alike.
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Who Should Become a CCFP
» Digital Forensics Examiner

» Cyber Security Engineer

» Director Forensic Technology Services

» Cyber Intelligence Analyst

» Digital Forensics Consultant

» Manager of Cybercrime

» Digital Forensics Investigator

» Incident Response Manager

» Information Security Consultant

» Computer Forensic Manager

» E-Discovery Consultant

Steps to Getting Certified

1

Obtain the Required Experience
To qualify for the CCFP, you must have a four-year college degree leading to a Baccalaureate, or regional
equivalent, plus three years of cumulative paid full-time digital forensics or IT security experience in three
or more of the six domains (those who do not have a degree must have six years of experience):
» Legal and Ethical Principles
» Investigations
» Forensics Science

» Digital Forensics
» Application Forensics
» Hybrid and Emerging Technologies

Don’t have enough experience? Check out our Associate program at www.isc2.org/associate.

2

Take the Exam
Candidates are given four hours to complete the 125 question CCFP exam. CCFP is available
worldwide with regional adapted exams for the United States, European Union, India, and South Korea.
Register at your local Pearson Vue Test Center : www.pearsonvue.com/isc2

3

Complete the Endorsement Process

4

Maintain Your Membership

Once you successfully pass the exam, you will have nine months from the date of the exam to complete
this process. www.isc2.org/endorsement

Once you are certified, you become a member of (ISC)2.
Recertification is required every three years. This
is accomplished through earning Continuing Professional
Education (CPE) credits and paying an Annual Maintenance
Fee (AMF).

90 cpes

100 amf 3 years

US$

Member Benefits
(ISC)2 Security Congress
(ISC)2 Textbooks Discounts
(ISC)2 SecureEvents
(ISC)2 Chapter Program
(ISC)2 Receptions/Networking Opportunities
(ISC)2 Global Awards Programs
(ISC)2 Webinars
Industry Conference Discounts
Global Information Security Workforce Study
InfoSecurity Professional Magazine
Safe and Secure Online Volunteer Opportunities
For a full list of benefits, visit:
www.isc2.org/memberbenefits

For more info, visit:

www.isc2.org/ccfp
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