BUILDING A RESILIENT
CYBERSECURITY CULTURE

Confident security
pros tell us

GOOD SECURITY
STARTS AT THE
TOP...

o

9 70/0 say top management understands the

importance of strong cybersecurity

employ a
Chief Information
Security Officer

E. (CISO)
“—

Who does the CISO work for?

Reports to CEO -
Reports to ClO -

Reports to Board of
Directors —

Reports to COO, CFO
or another C-level —

How do you build a
strong cybersecurity team?

Offer training and promoting from within — 70%
Hire certified security professionals — 70%
Draft clear job descriptions — 52%

72%

65%

63%

Strong cybersecurity teams stick together

Average tenure of 3+ years — 79%
Average tenure of 5+ years — 37%

Why so confident?

58% Have strong risk management policy

45% Have been tested by real threat actors
and responded well

44% Have not been breached
40% Have not had a significant malware outbreak
36% Know the attacks they've stopped

30% Have invested in pen testing services
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Building a Resilient Cybersecurity Culture

Read the full report
WWwW.isc2.org/research
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https://www.isc2.org/research

