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editor’s note
 B Y A N N E S A I TA

(ISC)2 MANAGEMENT TEAM

An Honest Appraisal

I

AM NOT SURE anyone on either side of the transaction enjoys preparing for

job reviews. Because many fiscal years end in December, this is the month
that managers start working on these annual appraisals. If done well, the
documents and discussions go smoothly because no one is blindsided by
criticism and some may be buoyed by praise.
The truth is, everyone’s work life is full of ups and downs. You may be riding high
on a project’s success one month and then be stuck in a rut the next. Goals may be
gutted. Management may change. Feedback on your job performance should come
throughout the year, not just at the end of it. But annual reviews tend to carry more
weight because pay and promotions are often at stake.
I’ve been bolstered by great reviews delivered by inspiring supervisors and once,
as that supervisor, was physically attacked for giving a less-than-stellar one to a
poor-performing employee. It was only after the assault that we learned the employee
had serious, untreated mental health issues.
I suppose that indelible memory was running in my mind when I had a phone
conversation with Richard Thieme, a true luminary in our industry. I hadn’t talked
to Richard in 15 years and yet, within minutes it felt like
old times. Richard was discussing “playing through the
pain” as it related to those working in intelligence. We both
realized the same issues plague those working in cybersecurity. It can be hard to live with what you know, and it
can be difficult to find an appropriate outlet to purge the
personal pain from keeping corporate secrets or harboring
resentment.
I hope that our article on giving and receiving annual
reviews, paired with one by Richard on resiliency and
another on creating a cultural transformation, will help
Anne Saita, editor-inthose of you trying to find your professional footing, to
chief, lives and works
inspire your direct reports and/or to develop a strong
on the U.S. West Coast.
support system. You are not alone in your struggles.
She can be reached at
asaita@isc2.org.
Take comfort in remembering that. •
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executive letter
 B Y C L AY T O N J O N E S

Cybersecurity Development
Takes Center Stage in APAC

R

ECENTLY, (ISC)2 reached a major mile-

stone in the Asia-Pacific region by exceeding the 17,500-member mark, which now
makes up 13 percent of our global membership. Around the
same time, we had our 2,000th member join from China,
which tends to be a critical mass number for engaging the
cybersecurity community in each country. China joins the
2,000-member club alongside Australia, India, Japan, Korea
and Singapore. In fact, the APAC region is outpacing the
rest of the world in terms of the number of cybersecurity
professionals who plan to become certified within the next
12 months. It’s an extremely exciting time to be supporting
the profession and providing new learning opportunities to
our colleagues throughout the region.
So, what is it about the changing landscape that is
driving this increased interest in professional development
and certification throughout APAC? A likely contributor is a
surge in legislation in economies like Australia, China and
Thailand due to the rapid adoption of trending technologies
in e-commerce, electronic payments, cloud computing and
the Internet of Things.
Similar to GDPR compliance in Europe, governments
are starting to weigh in on regulations that they hope will
protect personal information in
online trade. This leads to many
opportunities for cybersecurity
professionals to learn about
these regulations and help make
their organizations compliant.
Increased corporate awareness
and government initiatives to
protect digital assets have also
sparked the demand for certified professionals.
Clayton Jones is the
I was lucky enough to have
managing director for
dozens
of great conversations
the Asia-Pacific region at
on topics like these when, just
(ISC)2. He can be reached
at cjones@isc2.org.
a few months ago, we held our

APAC Security Congress in Hong Kong. Among the networking and educational sessions, there was best-practice
sharing among the more than 400 professionals about the
most pressing issues, including cybercrime, compliance,
critical infrastructure and application security. It was an
excellent way to harness the new energy entering the workforce and to spend time with our members in person to
hear about their work, as well as what they were interested
in bringing back to their organizations.
One of the other highlights for me over the past few
months has been our announcement of a partnership with
NTT Advanced Technology Corporation (NTT-AT) in Japan
on an in-house certification and professional development
program for NTT Group employees. It’s been a great honor
to work with a global giant like NTT to build a sustainable
program that not only helps them improve their teams’
cybersecurity skills through our education and certification program, but also provides continuing professional
development.
This is a message we at (ISC)2 can never stress enough.
Certification is not a destination; it is a single step in a
never-ending journey. NTT-AT recognizes that by investing
in and developing (ISC)2 CPE-accredited courses, they are
helping their employees continue to learn, remain relevant
and also maintain their certification, thereby making the
company, its customers and Japan a safer and more secure
cyber environment for all. •
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field notes
A ROUNDUP OF WHAT’S HAPPENING IN (ISC)2 COMMUNITIES
EDITED BY DEBORAH JOHNSON

Inside the (ISC)2
Certification Exams

WHAT’S YOUR STRATEGY?

56%

It takes teamwork to keep the certification exams up to date

E

ARNING AN (ISC)2 CERTIFICATION

is a challenge: studying for the exam,
bringing all you’ve learned to the fore.
Another challenge lies in developing
the exams, coming up with the questions that will test your
knowledge. The (ISC)2 certification exams are developed by volunteer subject
matter experts (SMEs) enlisted from the (ISC)2 membership.
Every three years, the certification exams are reworked and updated,
making sure the subjects are still current. Toni Hahn, CISSP, CAP, (ISC)2
lead content developer, oversees the process, which has a rigorous review
system. Once the items for the exam are outlined, a writing workshop is convened. “At this workshop, the SMEs will develop new items [questions] which
are peer reviewed and then group reviewed,” she said. From there, the items
get “pretested” on a future exam. “Every single item has to be pretested. This
is to see how well it performs on an exam. We obviously don’t want items that
are too difficult or too easy.”
Lisa Vaughan, CISSP, was a member of a recent CISSP Item Writing
Workshop. Chief information officer for the Mississippi Department of
Environmental Quality, Vaughan was one of 19 in the group, all first-time
volunteers and (ISC)2 members from around the world. Not only did
Vaughan learn about the steps involved in creating an exam item, but she
said the workshop served as a great refresher for the topics within the CISSP
domains. “Some topics may not be in your specific area of expertise, so you
need to do some digging to come up with questions and answers,” she said.
“I appreciated that we’re not putting ‘trick’ items into the exam,” Vaughan
said. “Because what we’re trying to get to with the items is: Do you know the
material that is required to become a Certified Information Systems Security
Professional?” A bonus, she added, is making connections. “It’s a good networking experience as well as rewarding for the mission that you’re there for.”
Vaughn’s positive experience was echoed in emails Hahn and (ISC)2
received, like this one from a member named Greg:
“Thanks, was a wonderful experience that I hope to do again.
Have never been in a room with so many knowledgeable CISSP professionals.
We spoke the same security language; it was super.”
If you’re an (ISC)2 member and want to participate in exam development,
please email examdevelopment@isc2.org with your (ISC)2 membership number. If you are selected and complete a workshop, you’ll earn up to 21 CPEs,
plus you will have travel expenses paid. •

of 9,500 companies surveyed
worldwide have an overall
information security strategy
Source: PwC, CIO and CSO, The Global State of
Information Security® Survey 2018

NOT MY BUSINESS

51%

of small business leaders are
convinced their business is
not a target for cybercriminals
Source: Cybersecurity Mistakes All Small Business
Employees Make, Switchfast Technologies

THE TOP GLOBAL RISKS
1. Weapons of mass destruction
2. Extreme weather events
3. Natural disasters
4. Failure of climate change mitigation
5. Water crises
6. Cyberattacks
Source: World Economic Forum, The Global Risks
Report 2018 – 13th Edition
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 RECOM M E NDE D READING
Suggested by Larry Marks, CISSP, CISA, CISM, CFE, PMP, CRVPM,
CRISC, CGEIT, ITIL

COUNTING THE CORRUPT

The Hacker Playbook 3: A Practical Guide
to Penetration Testing –
The Red Edition

One in 22

By Peter Kim
(Independently published, 2018)

P

ENETRATION TESTING has become
a fact of life in today’s business
world, sometimes performed
in-house, sometimes performed by
experienced third parties. The high-level intent of the pen
test is to locate and/or confirm vulnerabilities in the firm’s network and offer
guidance on the security controls and posture of the firm.
Peter Kim, author of several references on performing and organizing
pen tests, has released this updated version of The Hacker Playbook – The Red
Edition. Here he looks at the replacement of pen testers with Red (attacking)
and Blue (defending) teams. The Red Team members are employees armed
with laptops and charged with identifying vulnerabilities in the firm’s network security architecture. These attacks and scenarios, as part of the range
of the Cyber3 Kill Chain, are included in this reference. Kim warns that even
with extensive vulnerability pen testing, virtual machine (VM) programs and
incident response programs, firms continue to get hacked. Along with tools
and techniques for the Red Team, such as PowerShell, Pupy Shell and Python,
he identifies two standards and frameworks that can be used by the Red
Team and pen tester. These are the pen tester standards and steps at www.
pentest-standard.org and PenTesters Framework at www.github.com/trustedsec/ptf.
This is as good as pen testing gets since Kim covers a range of current
issues in the news, such as PowerShell attacks, ransomware attacks, cloud
vulnerabilities and the current effort to foil lateral movement attacks. He
indicates that Metasploit and Cobalt Strike can be used to get started to
gather intelligence and credentials, and then provides references to scripts
in GitHub, which can be used as payloads to compromise privileged users.
The Hacker Playbook 3 – The Red Team Edition should be considered a
primer for Red Team techniques, offering a checklist on common tools and
techniques. The book is intended for an experienced security professional
who wants to raise his or her game in pen testing or wants to learn tools and
techniques. It is well written, directed to the reader, stays focused on the
objectives and provides code snippets to use. Peter Kim is truly interested in,
loves and is an evangelist for the material. •

The author of Recommended Reading did not receive financial compensation from the book
publisher, nor a free copy of this book. All opinions are his alone.

security professionals
are suspected of being
“gray hats”— those
who continue as
security practitioners
while also getting
involved in cybercrime.
Source: A survey of 900 security professionals
worldwide, Malwarebytes Labs & Osterman
Research, August 8, 2018

2
CPEs

READ. QUIZ. EARN.

Earn CPEs for
Reading This Issue
Please note that (ISC)2 submits CPEs for
(ISC)2’s InfoSecurity Professional magazine
on your behalf within five business days.
This will automatically assign you two
Group A CPEs.
Note: To access this members-only platform and quiz,
you’ll need a Blue Sky account. If you don’t have an
account, go to the Blue Sky homepage via the link and
click on “Create User Profile” in the upper right-hand
corner.
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( I S C ) 2 N O R T H E A S T F L O R I DA C H A P T E R

Learning from the Pros – A CISO Roundtable

W

ITH THE GOAL OF SHARING

the knowledge, experience and
understanding of what CISOs
need to protect an organization and be a successful part
of any business, the (ISC)2 Northeast Florida chapter hosted
its first CISO roundtable.
The event, which drew about 75 attendees, was moderated by Carlos Rodriguez, (ISC)2 Northeast Florida
past president, and featured four panelists, all current
credential-holding (ISC)2 members representing multiple
Northeast Florida-based companies in the healthcare and
transportation industries:
• David Jollow, Nemours Children’s Specialty Care
• Kimberlee Millikan, Ascension Health
• Jason Raymond, Guidewell Mutual Holding
Corp.
• Alison Suffield, CSX Corp.
A panel discussion and questions from the audience garnered valuable insights for members, including the qualities
needed to be a successful CISO, what CISOs expect from
their staff, and what the future will demand in skills from
staff members and CISOs alike.
“The role of the CISO has been evolving at light speed
and is a critically important business enabler in today’s
enterprise business,” Michael Anderson, president of the
(ISC)2 Northeast Florida chapter, said. “Our primary motivation for holding the roundtable was to hear from these
leaders how we as members of the cybersecurity community can help them be successful by understanding the challenges and organizational hurdles they face. Our panelists
delivered great insight on mission, goals, leadership strategies, insights on communication and cybersecurity as a
(ISC)2 NORTHEAST FLORIDA CHAPTER
Contact: Michael Anderson, President
Email: board@isc2nefchapter.org
Website: http://www.isc2nefchapter.org

Northeast Florida
chapter members
gather for a CISO
roundtable.

business driver. The Northeast Florida (ISC)2 chapter plans
on making this successful roundtable an annual event.”
The response to the roundtable from the local security
community was “incredible,” chapter vice president Erich
Fromm said. “It was matched only by the eagerness of area
CISOs to give back to the local security community.”

“The role of the CISO has
been evolving at light speed
and is a critically important
business enabler in today’s
enterprise business.”
—MICHAEL ANDERSON, president,
(ISC)2 Northeast Florida chapter

Matt Bhatia, the CISO at Enterprise Integration in
Jacksonville, Fla., attended the roundtable and was
very pleased with the event. “It was a great value of my
time. … I learned, mingled with old friends and made
new business connections.”
The CISO roundtable took nearly three months to organize, and the results reflected tremendous planning, scheduling and promotion efforts of chapter team members and
officers. Multiple platforms were used to spread the word,
including Eventbrite, LinkedIn and the chapter’s website. •
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Q&A

MICHAEL ANDERSON
President, (ISC)2 Northeast Florida chapter
How do you see the ongoing role of
the chapter in preparing members
for leadership positions?

I see the chapter as providing an opportunity and a challenge for any member
who desires to assume a leadership role.
Leadership roles take time, experience,
skills and commitment. As a chapter, we
strive to provide opportunities for leadership through
our activities and our chapter-level roles.
What other activities and support does the chapter
offer members for professional development?

Cybersecurity professionals are busy, so we strive to
provide quality, timely and meaningful content at our
meetings to ensure the time spent is beneficial. At
the end of each meeting, we spend time “around the
table” discussing relevant cyber events, TTPs [Tactics,
Techniques and Procedures] and other information
sharing that is regularly regarded as a favorite part
of the meeting. Another way we promote professional development is by having close relationships

MORE BUDGET

87%

What advice would you offer other chapters who
are interested in developing CISO roundtables and
similar presentations?

CISO roundtables and similar presentations require
early planning and constant communication with
CISO participants to ensure availability and substitution if necessary. Chapter leadership engagement
is key for communications, logistics and a successful
event.
In the chapter community at large, what do you see
as some of the key needs in expanding the mission
of cybersecurity awareness? And how is the chapter
responding?

In our community, education is a key need to bring
about cybersecurity awareness at all levels. Our 2019
roadmap includes coordinating education events
using the (ISC)2 Safe and Secure Online platform. •

DIG DEEPER

DATA MOST AT RISK

Three Reasons
Companies Fail to
Assess the Scope
of a Data Breach
1. Not knowing where your data is,
who uses it and how it is used

of 1,200 C-suite leaders say
they need up to 50% more budget
Source: EY 20th Global Information Security
Survey, Cybersecurity Regained: Preparing to Face
Cyber Attacks

with other local security-related groups (Infragard,
ISACA, ISSA, etc.) to promote meetings, functions or
activities that may be of value to our members.

2. Missing logs needed to perform
proper breach forensics
3. Failure to spot the breach in
a timely manner
Source: CSO Online, August 13, 2018

Social Security

46%

Health Information

39%

Other Confidential Information
(e.g., usernames, passwords,
intellectual property)

26%

Source: BakerHostetler 2018 Data Security Incident
Response Report
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advocate’s corner
 BY JOHN McCUMBE R

Seeing Cybersecurity from a Hospital Bed

T

HE THURSDAY NIGHT before this column

was due, I was awakened at 3:30 a.m. with
heavy pressure in my chest. It wasn’t heartburn, but something I had never experienced. I was traveling with my wife, a medical professional, who immediately
diagnosed the symptoms: I was having a heart attack.
Serendipitously, it happened only a few miles from the
University of Wisconsin Hospital, a teaching medical center
with a world-class reputation. I was whisked out of the
hotel by ambulance and, within minutes, into the hands
of some of the United States’ top cardiologists.
They quickly evaluated and treated the event. Over the
next three days, they found the culprit artery and were able
to insert a stent in my heart within hours. I was amazingly
lucky.
Most of the next four days involved being treated by
these professionals while I lay passively observing their
activities and noting the environs of my constricted world.
When you’re confined to a bed, a small room and a hallway
for four days, you notice even the little things. One such
observation was a small index card-sized picture of a colorful leaf on patient doors. When my nurse arrived to take
more blood and administer more pills, I asked her about the
cards. She said they were visual reminders of the fall season
and reminded all staff of their personal obligation to prevent patient falls, which account
for a surprisingly significant
number of injuries in American
hospitals.
This subliminal message was
only one in a series of intriguing health and safety memory
devices. Tying them all together
were hallway charts citing
current metrics for safety and
compliance with hospital policies. These requirements were
John McCumber is direcembedded in every operational
tor of cybersecurity advofunction within the hospital and
cacy at (ISC)2. He can be
applied to every employee.
reached at jmccumber@
isc2.org.
This got me thinking:

What if we began doing this for organizational cybersecurity?
It’s a concept I’ve long pondered. But being in the hospital showed me how an organization can effectively use a
variety of tools and media to ensure key policies are top of
mind for employees, using every communication channel
available: formal training, posted policies on workspaces,
email, posters and even simple reminders in the form of
fall leaves.

But being in the hospital
showed me how an organization can effectively use a
variety of tools and media to
ensure key policies are top
of mind for employees, using
every communication channel
available . . . .
Safety, security, cleanliness and professional behavior
are critical to running a world-class hospital. In a similar
vein (pun intended), organizations that transmit, store
and process critical assets require everyone to have a
cybersecurity function, no matter how minor. I am sure
you’ve heard that platitude before, but how many times
have we seen organizations actually apply the same
emphasis on cybersecurity that a hospital does on safety?
Is it obvious when you’re in the workplace? It should be.
Next time you’re around your or someone else’s workspace, look around. Is it an organization that relies on
digital resources? Do you know how the organization feels
about ensuring the appropriate amount of protection for
its assets? Can you think of innovative ways to help create
a culture of cybersecurity?
Reach out and let me know. •
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Upon Further

REVIEW
If annual appraisals are
so dreaded, why do we
keep doing them?
BY CATHERINE KOZAK

NO MATTER THAT NUMEROUS COMPANIES have banished performance reviews as archaic and counterproductive exercises, the oftenreviled annual ritual has not really been tossed into the shredder. Rather,
it’s being transformed into … something else.
Something that recognizes that it’s human nature to recoil from criticism, bask in praise and work for rewards. And that people actually love
to measure their progress and compete against themselves and others.
“I think there’s been recognition that performance appraisals have
not been effective or efficient,” says Mark Marsen, director of human
resources at Pittsburgh-based Allies for Health + Wellbeing. “Work
needs to be done with them.”
Even most human resources personnel, Marsen says, haven’t settled
on whether the reviews are worth doing at all.
“Yes and no,” he says. “It depends—that’s the go-to answer.”
Still, Marsen says he believes some version of performance management is “absolutely essential”—it just needs to be “frank, honest and
not necessarily comfortable.”

IMAGERY BY JOHN KUCZALA
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According to an August 2016 online article by the
Society for Human Resource Management (SHRM), companies that have eliminated annual performance reviews
include SAP, Accenture, General Electric, Deloitte, Adobe,
Medtronic, Gap and Microsoft.
Although most companies still do performance reviews,
there is a growing trend to do them more frequently and
more collaboratively, while keeping them shorter, focused
and relevant.
“I think, from what we’ve seen, it’s still something that
has been an evolving challenge, meaning that companies
still are trying to figure out how to do it, how to make it
work,” says John Carnes, who has worked 14 years in cybersecurity and as a consultant in the healthcare industry.
For many years, he coached his team through the
review process. He also has provided reviews for groups
that worked for him and has been reviewed by supervisors.
“From my perspective, it really is tied up in the bigger
global issue of mentoring staff and growing your staff’s
maturity,” he says. “And I think the big thing about having
an annual review process is ensuring that it’s actually
providing value—it’s not just turning into a joke, this
procedure we run at the end of the year.
“That’s the review process—identify what’s missing,
make it a part of the goal and then see how you did at the
end of the year,” Carnes says. “The manager has to understand that if I say, your goal is to work better with other
teams, and then I stick you over in the corner and don’t give
you any projects with other teams, I haven’t, as a manager,
helped you succeed, because I didn’t give you the opportunity. If there’s not that review and there’s not a level of
communication going on, then I’ve failed that person as
a manager.”

‘A BUCKET OF WORDS’
Bill Thomas, managing principal of Centric Performance,
a Pittsburgh-based consulting firm that specializes in
improving organizational performance, says his firm was
hired two years ago to study articles, podcasts and other
media about performance reviews to determine what was

happening with the practice. The conclusion, he says, was
inconclusive. Companies were all over the place in their
intent and approaches.
“They all hate them for different reasons,” Thomas says.
What the study did reveal, however, is that—despite
the disdain—follow-through on eliminating it was weak.
“People said, ‘We’re throwing out the annual review!”
Thomas says. “Two or three truly did.”
Often, he says, the reviews were supplemented with
a version of a “check-in,” a short meeting between an
employee and supervisor held periodically through the
year to discuss priorities, progress and obstacles.
Similar claims were made about the demise of the
dreaded number ratings to measure performance, Thomas
adds. Digging deeper, he found that often the numerical
scales were replaced with “a bucket of words” that was just
another scale.
“I am a little bit of a skeptic,” he says, “because I found
out that a lot of the headlines were just headlines.”
But he does see promise in the check-ins, he says. Most
of them are structured, but flexible; they can be employeeor manager-driven; and they can be focused on certain
questions or topics. In general, the shorter, collaborative
approach is more productive and less adversarial.
“There’s no one-size-fits-all,” he says. “It depends on
the culture … where they are in their manager–employee
relationships.”

PERFORMANCE REVIEWS VS.
OTHER PRIORITIES
With cybersecurity still a relatively young industry,
effective performance appraisals are often not a priority,
especially compared to the priorities set to achieve cybersecurity compliance requirements or cyber hygiene, says
Deidre Diamond, founder and CEO of CyberSN, a national
cybersecurity staffing firm with offices in Boston, San
Francisco and Pittsburgh.
“Unfortunately,” she says, “people aren’t getting the
usual feedback, and if they are getting the feedback, it’s a
one-time sit-down at some point over a 12-month period

“
OPPORTUNITY
The manager has to understand that if I say, your goal is to work better with
other teams, and then I stick you over in the corner and don’t give you any
projects with other teams, I haven’t, as a manager, helped you succeed,
because I didn’t give you the opportunity.”
—JOHN CARNES, cybersecurity consultant
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“
MEASURABLE
The absolute must is that the conversation is measurable, meaning it can’t
be ‘I’m the leader and I feel this way about you or I feel this way about your
performance.’ That has to be backed up: ‘I feel this way because of this
and here’s the data.”
—DEIDRE DIAMOND, founder and CEO, CyberSN

that is very opinion-based versus reviewing a measurable
agreement.”
Except for the larger companies, she says, workforce
development in the industry has still not adopted succession planning, onboarding and training, which is expensive.
“We’ve got poor attrition rates, so there’s not a lot of that
investment,” Diamond says. “You know, we’ve got chief
information security officers leaving their jobs every 12
to 18 months. How much reviewing or succession training
will they be doing?” She says that in her organization the
annual review is done to talk about money. The rest of the
year, she encourages a player–coach environment with
constant communication.
“We’re moving and grooving and creating as we go,”
she says. “That’s the culture that I’m a part of—we call it
managed chaos. We’re making things happen and new
projects come down the line and we think, ‘That’s a great
idea and let’s go do it!’ and ‘OK, that means this has to come
off’ or ‘This is going to have to be on the back burner.’ It’s
highly interactive and feedback is constant.”
Dynamic as that approach is, Diamond says she still
insists on certain criteria.
“The absolute must is that the conversation is measurable, meaning it can’t be ‘I’m the leader and I feel this way
about you, or I feel this way about your performance,’” she
says. “That has to be backed up: ‘I feel this way because of
this and here’s the data.’ The data must be good. The data
has to cover 12 months or six months, whatever your review
is. It must be based on agreements that you had with that
person, and include specific details including achievement
and improvements. Otherwise, it’s all about power and
politics.”

WHY NUMBERS NO LONGER MATTER …
AS MUCH
Paul Mulvey, a professor in the Department of Management,
Innovation and Entrepreneurship at North Carolina State
University, says that there are a number of reasons why
an annual performance review that assigns numbers or
categories to an employee’s performance is inherently

ineffective and distasteful. First, the goals the managers
set at the beginning of the year often fall short by the end
of the year because the goals may have changed during the
year. Then, the performance criteria may not be aligned
with the unit or company’s strategy—in other words, the
goals may not be meaningful. And with no communication
between employee and manager during the year, evaluations are limited to a one-shot performance review, rather
than performance management, which implies continual
updates.
Companies also need to evaluate whether they reward
their employees, what form that takes and whether they
help them develop by offering training opportunities, he
adds.
Mulvey, who has served since 1986 as a consultant,
researcher and expert witness in areas related to performance management, said the post-Cold War military term
VUCA (volatile, uncertain, complex, ambiguous), later
co-opted by business management circles, fits the current
climate.
“[For] many businesses, the environment they’re operating in now has become a lot more chaotic, and as a result,
performance management systems need to be more nimble,” he says. “They need to focus on what the businesses
are trying to accomplish. There are many systems out there
that are very cumbersome and time-consuming, but also
not focused on what the needs of the user are.”
Part of the failure of the performance appraisal stems
from the fact that people don’t like being held accountable
when the stakes are high, and they get defensive, says
Bryan Edwards, associate professor in the Department of
Management at Oklahoma State University.
Edwards, who is a specialist in industrial organizational
psychology, is also CEO of consultant firm AOE Science.
“Part of it is managers are not trained to deliver good,
constructive feedback that holds others accountable and
strengthens the relationship,” he says. “And I think that’s
the crux of the problem. Because humans love performance
measurements. Think about how many billions of dollars
we spend every year on gadgets that measure our performance. We download apps that measure calories and count
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steps. We’ve got gadgets all over
the car that monitor how fast we’re
going, our gas mileage, etc. We love
performance feedback except when
it’s at work. And I think it’s the way
it’s delivered.”

IMPROVING RELATIONS
Of course, the “deliverer” is the
manager. When evaluations move beyond the rote impersonal, scaled rankings and annual checklists, the manager
will have to interact with employees on another level.
That requires development of good measures—and costly
training. Bigger companies may hire an outside consultant,
Edwards says, or others may have HR do it in-house.
“Yes, one of the primary reasons employees disengage
at work is because of their relationship with the supervisor,
or at least someone at the company,” he says.
Although it often has a negative connotation, being held
to account by a manager—Did you meet last year’s goals?
What’s your priority for next year? Why was the project
late?—should be viewed as valuable feedback and opportunity for growth, Edwards says. But again, criticism done
wrong is destructive.
“If I don’t deliver that feedback in a way makes you feel
like ‘I can do this. I’ve got the support of my supervisor and
I can improve on this dimension,’ you’re going to get angry
at your supervisor and take it out on him or her,” he says.
“You think about the best person you ever worked for, and
it’s usually a supervisor who has held you accountable in
a way that makes you want to really work for this person
and improve. They’re inspiring. I call it high-involvement
leadership, where people give you the power and autonomy
to do your job.”
A supervisor who rewards staff for doing a good job,
provides support and development, manages conflict well,
acts professionally, is never abusive, doesn’t play favorites
and talks to his or her employees, will be effective at performance management.
“The good news for companies,” he says, “is you can

develop these tools and you can
develop your managers to provide
feedback in a positive way that’s
constructive in the sense that you
motivate the employee to improve,
and you strengthen the relationship.”
But that doesn’t mean employees
should be passive actors in their
evaluations.
“I always tell my staff, ‘Be your
harshest critic,’” says Carnes. “Really be honest because this
is a moment to take a really introspective look at yourself
and you have to be free to state where you failed. That is
usually turned around into a boss being able to tell me
that I did better than I give myself credit for.”
In that way, he says, the supervisor can give the
employee a boost, while the employee gains by being able
to acknowledge mistakes and find guidance to learn and
grow in the job. It also avoids the pitfalls of the stereotypical annual review: bragging about accomplishments so
you’ll get a raise and a promotion.
“I feel like that has been the mentality for many years,”
Carnes says, adding that the mindset is one reason some
companies dropped annual reviews. “You see staff that get
depressed and they leave the company because ‘my boss
doesn’t appreciate me.’ Or, ‘I got a bad review and I work
my butt off … and I’m out of here.’”
On the flip side, he says, some see a great review and
praise from the boss as a trigger to demand more money.
Again, human nature and basic reality are always in
the mix.
“In life, we go to work and we perform these jobs
because of the financial rewards,” Carnes says. “And
it’s really hard when the rewards aren’t there to follow.”

GOOD PERFORMANCE HAS ITS REWARDS
Whether it’s with a bonus, a permanent raise or some other
compensation, good performance needs to be rewarded, he
says. If people see those with bad reviews getting fired, and
people with good reviews getting just a pat on the back, the

“INSPIRING

You think about the best person you ever worked for, and it’s usually a
supervisor who has held you accountable in a way that makes you want
to really work for this person and improve. They’re inspiring.”
—BRYAN EDWARDS, associate professor in the Department of Management, Oklahoma State University
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balance of carrots and sticks is out of whack.
“If it’s just a piece of paper that’s filed away, that’s when
you see depression set in,” Carnes says.
A big deficiency in the annual performance reviews is
that they are too subjective and too biased, says Marsen.
He has been intrigued by a theory that appears to be a
developing trend called Appreciative Inquiry that sees a
focus on dysfunctions in companies as fostering failure.
Rather, if organizations focus on their strengths, the idea is
they will see improvements.
“Performance appraisals are typically a snapshot in time
that captures something that may or may not be useful,”
he says. Reviews are necessary as a way to measure how an
employee’s performance is either advancing or hindering
the company, Marsen says, but they should be done on an
ongoing basis to be effective.
“For any bad behavior, we act immediately,” he says.

“We communicate as well about good things.”
Especially in the cybersecurity industry, where sharp
technical skills must be integrated closely with sharp communication skills, a properly tailored performance review
with industry-appropriate measures can help nurture a
productive partnership with the manager based on trust
and respect.
Long gone is the era of “geek is chic,” Diamond says,
with techies left alone to do their magic in the corporate
backroom.
“Those days are gone,” she says. “We need people who
can talk and share and work together.” •

CATHERINE KOZAK is a freelance writer located on North Carolina’s
Outer Banks. She previously wrote about leading versus managing for
InfoSecurity Professional.
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Resilience
Strategies for playing through the pain.

BY RICHARD THIEME

REGARDLESS OF YOUR NICHE IN THE SECURITY WORLD—corporate, military, intelligence,
other government agencies—information security professionals can be blindsided by traumatic
events in ways never anticipated. The impact can do much more than undermine confidence
and productivity; it can constitute an assault on our ethical frameworks and our very identities
and threaten our belief that the world makes sense. Our sense of self and purpose can be challenged. Those impacts are serious, but often unacknowledged by our organizations. Too often,
we must deal with them as we can, alone.
ILLUSTRATION BY ROCCO BAVIERA
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“

My job is to
prevent my company
from being breached,
but we get breached all
the time, so I guess I pretty
much suck at my job.”

This article is an attempt to say
It wasn’t, and they were uninvited.
aloud what many know, but seldom
The incident had consequences
discuss, in the hope that more
for the team. They became hypervigilant, fearful and paranoid. But
healthful responses can result.
it helped that everyone agreed on
Resilience, the ability to survive
what to do. They supported one
threat or injury while engaging good
another, and that made a differcoping strategies, is itself a form of
—A cyberspace defender
ence—as did the fact that they knew
health.
they could get other jobs. The pressure
The concept of “moral injury” has
on those with fewer options would be
migrated from the military to the worlds
greater.
of security and intelligence. A moral injury
That’s a small example of how such incidents can
occurs when one betrays a moral belief in a situation
make us realize we signed up for a tour of duty we had not
with high stakes. If one acts contrary to his or her ethical
fully understood. A veteran information security profescode—or does nothing while others do—the principles
sional said, “When we get into security or intelligence
that gave purpose, meaning and direction to our lives are
work at the start of a career, we are involved in low-level,
violated. We find ourselves alienated from our own lives.
apprentice-like tasks and assignments removed from proWe need to be reconciled to ourselves.
found moral considerations and decisions. Such actions and
To trivialize, deny or rationalize these events increases
decisions slowly grow into being, imperceptibly for many.
the potential damage.
We suddenly awake and realize we have not been prepared
for this and also that we are deeply into the situation, well
WHEN BELIEF SYSTEMS ARE ROCKED
beyond a point at which we might have stepped back had
we known where we were headed. If that’s the case, it’s too
What does such an assault on our psyches feel like?
late to turn back.”
A journalist told me that when he was told things that
An executive with a large tech company says, “It is
rocked his belief system, essentially his understanding of
seldom a single event that leads to the realization of
reality itself, it made him feel “like I was living underwater
trauma; it’s the accumulation of smaller impacts over time
for weeks.” When he tried to explain how it felt, no one
until people come to my office and say, ‘I’m getting out
understood. He reached out to me after watching a video
of this industry’ because they have asked again and again
of my talk, “Playing Through the Pain: The Impact of Dark
for bosses to ‘do something’ and they don’t.” When she
Knowledge on Security and Intelligence Professionals.”
approached those higher-ups, she was told (1) It’s not like
Why? Because of his need to be understood, his need for
that here, which intensified her cognitive dissonance and
empathetic collegial support to rebuild a sense of purpose
(2) “We’re worth a billion dollars, why should we bother?”
and meaning. That need is our theme: We need strong
In her understanding, the parade of people who cried in
relationships, communities of colleagues and friends, and a
her office was why they should bother.
counterculture of values opposed to the principles of profit
The point of this article is not to disparage security
and power merely to restore ourselves when we are rocked
and intelligence work. This work must be done. Traumatic
to our cores.
events will occur, and we will inevitably encounter chalThe spectrum of impactful events ranges from lighter to
lenges in the face of which we need to be resilient and
heavier.
recover ourselves.
“Ron,” for example, performed cybersecurity work for
The temperaments of people attracted to information
the U.S. government. One Department of Defense service
security often share similarities. Defending cyberspace
branch was hosting an event for industry and other federal
means defending a coastline with a thousand coves.
entities to discuss cybersecurity challenges. Ron’s team was
Attackers only have to get in once. Defenders have to
invited to the meeting with the stipulation that naturalprotect the entire network. “Defender” and “protector” are
ized citizens of the United States would not be allowed to
terms that define many who do this work. Their temperaattend. Every team member had to confirm that they were
ments are what Myers-Briggs calls ISFJs—people who want
born in the United States.
to right wrongs and help people. But when blindsided by
They were jolted. The discussion was unclassified. Had a
the kinds of events discussed here, they learn they cannot
secret order been given to military branches that made natprotect or guard anyone. “My job is to prevent my company
uralized citizens second-class? They could have confirmed
from being breached,” said one, “but we get breached all
that they were native born; instead, they said they would
the time, so I guess I pretty much suck at my job.”
not attend the meeting unless that stipulation was waived.
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“

RESPONDING TO A CRISIS

When I asked
if they had a firewall,
they pointed to an unopened box on the floor
and laughed. I confronted
people with the simple,
bare, unadorned truth.”

Therapy taught him we have to wrestle with the realities of momentary
What happens when a defender/
dissolution in our depths, realize
protector finds out how inadequate
what’s at stake, confront our values
he is to the task? It provokes a criand rescue ourselves.
sis. How should one respond to that
He was like Alice in Wonderland,
crisis? According to one executive,
eating
first a wafer that swelled a
humility and a spiritual response are
grandiose
ego, then one that deflated
required—words seldom heard in the
—A security professional
it.
The
depreciation
of an outsized ego
industry. We realize we can’t do it all,
can
be
a
remedy,
not
merely
a symptom.
she said, but we can do something, we can
We
discover
that
there
are
evils
about
which
choose to do what we can. The butterfly effect
we
can
do
nothing.
Think
of
the
cybersecurity
is real.
professional who worked for a trading exchange and was
Remember Ender Wiggin in Ender’s Game and his shock
praised for bringing logs to the board of directors that
at realizing the avatars pointed to real beings? Information
showed intrusions. When he suggested they prevent those
security professionals can resemble drone pilots who, it
intrusions, he was told not to do it, that having the data was
was discovered, could not simply go to war for a day, then
sufficient. Why? Because, he discovered, some directors
return home to a family dinner. Drone pilots experience
were engaged in insider trading and did not want him to
depression, anxiety and PTSD at the same rate as pilots of
interfere with their access.
manned aircraft in war. They work in isolation or under
“What should I do?” he asked. “Blow the whistle and
inflexible hours, juggling simultaneous demands of home
risk
abuse? Let them trash my reputation and career?”
life with combat operations. That characterizes the lives of
There
is ineradicable ethical ambiguity in the systems
many security professionals too.
in
which
we
are embedded. James Baldwin once said, “The
The effects can be subtle until they surface later in life.
price
one
pays
for pursuing any profession or calling is an
“Clients hired me to look at their security but never
intimate
knowledge
of its ugly side.”
looked at their own logs,” recounts one cyber consultant.
The
restoration
and
regeneration process, if we are
“When I asked if they had a firewall, they pointed to an
not
to
rationalize
our
responses,
requires us to dive deep.
unopened box on the floor and laughed. I confronted people
Moral
harms
challenge
leaders
with
new definitions of
with the simple, bare, unadorned truth. And rarely got
their
responsibilities.
Employee
assistance
programs have
asked back. So who am I? What am I doing?”
evolved
to
deal
with
health
issues,
addiction
and more, but
Other times the assault on identity is not so subtle.
challenges
to
the
ethos
of
an
individual
is
a
new
concept.
“Robert” became a project manager at a young age, manDoes
an
employer
have
responsibility
for
recognizing
the
aging security for a large enterprise. While he was away on
likelihood
that
moral
injury
might
result
from
work,
and
vacation, a malicious hacker got through the firewall and
the imperative to do something proactively about it? I
compromised the server. In his absence, the firm did triage
suggest they do.
and called in the FBI, but revealed nothing publicly. He
returned to learn of the breach and that they had a meeting
without him in which company officials told regulators they
TRUSTED RELATIONSHIPS ARE CRUCIAL
would fix 72 found deficiencies in a single year. He knew
that was impossible and suggested a sequence of fixes over
Until that becomes acceptable policy, responsibility remains
three years. He was ignored, made a scapegoat and forced
with the individual for dealing with these impacts. The
to resign.
remedies always involve relationships with trusted people
During the six months prior to his resignation, when he
who call us to accountability. Said a veteran, “I developed
could say nothing about the incident, his wife told him he
close, trusted relationships with others who were fully
was toxic and warned, “I want my husband back.” He got
cleared, and we talked frankly and openly about issues. I
into therapy and realized more fully the blow he had taken,
shared what caused my sleepless nights, particularly from
not to his livelihood, but to his identity. He had invested
an ethical, moral perspective. Those relationships were
so much in his position and success that there was little of
crucial to keeping my thinking on track and enabling me
himself left, so when that position ended, he didn’t know
to live with my decisions. We need trusted companions for
who he was. He had put all of his “identity eggs” in one
sanity, close friends with whom we can discuss aspects that
basket.
might be troubling. Otherwise, we’re in danger of going
In this case, too, he needed community, if only one
down some dark lane without realizing we lost perspecconsisting of a therapist and a spouse. We can’t do it alone.
tive.”
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The fantasy of a
perfectly consistent
world without malice
or mayhem inhibits the
acceptance of scars
as essential parts
of ourselves.

Along the way, it also helps to
engage in restorative activities.
Exercise reduces anxiety. Activities
like gardening, listening to music,
yoga and meditation help. Focusing
on beauty, staying in the present
and listening closely to others helps.
Family and friends are essential.
Communities of mutuality, feedback and
accountability are essential. Simply engaging with the loveliness of people and places—
seaside villages, coffee shops on sunny mornings—
can realign us with hopefulness.
And here’s some good news: trauma can have hidden
creative properties. Post-traumatic growth is real. In the
face of major loss, our brains often explore new creative
outlets as part of the “rebuilding” process. Seventy percent

of survivors experience positive psychological change after a traumatic
experience.
The only way out is through. The
stain on one’s psyche is ultimately
a sign of having lived a human life.
The fantasy of a perfectly consistent
world without malice or mayhem
inhibits the acceptance of scars as essential parts of ourselves. The road to resilience
blazes with the torchlight of redemptive love. •

RICHARD THIEME (www.thiemeworks.com) speaks and writes about “the
human in the machine,” the impacts of technology as they come home to our
humanity. He has keynoted security conferences around the world for 25 years
and spoke at Def Con in 2018 for the 23rd year. He has written five books and
hundreds of articles and short stories.
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 ORGANIZATIONAL DEVELOPMENT

Averting

Attacks

What does it take to truly steel employees against social engineering?

BY CHIP JARNAGIN, CISSP | As the technical mechanisms for securing information systems have become more robust,

social engineering has increased as an attack vector for black hat hackers, including criminal organizations and state-sponsored
cyber operations. Some of the largest recent breaches, like the one at Target in 2013,1 started out with a successful social engineering attack.2 In 2017, Google and Facebook were both scammed for more than $100 million by a phishing attack. If this can
happen to two of the largest tech giants, what are the odds it can happen to any organization?
ILLUSTRATION BY ENRICO VARRASSO
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Social engineers use various methods, such as impersonation over
the phone. They may pose as a technician or some other type of
support person to obtain entry into an access-controlled facility.

Social engineers have the same goal as other cybercriminals who use technology to breach a company’s information systems, but they focus on tricking people rather than
breaking into networks. They use psychological manipulation to maneuver employees into taking action. The
purpose is to gather information and obtain access, both
physical and logical, to facilities and systems. More often
than not, it is only a small part of a more complex fraud
scheme.
The easiest way for a cybercriminal to steal an employee’s password or infect his or her computer is to simply
ask. Social engineers use various methods, such as impersonation over the phone. They may pose as a technician
or some other type of support person to obtain entry into
an access-controlled facility. They often gain the trust of
unsuspecting victims via social network contacts and communications by pretending to be a person or representative
of an institution employees know and trust. Cybercriminals
then leverage that trust to convince the victim to give the
information or access the actors want.
According to the 2018 Verizon Data Breach Investigations
Report, social engineering constituted 17 percent of all
cybersecurity attacks within the last year with “phishing
and pretexting represent[ing] 98 percent of [those] incidents and 93 percent of [social engineering] breaches.”3
Because of the increasing prevalence of these types of
attacks, it is crucial that all of an organization’s employees
consciously adopt a defensive posture regarding cybersecurity. While companies continue to harden their systems
from cybersecurity attacks, they need to similarly harden
their employees. Minimizing this attack surface is imperative for an organization’s cybersecurity team.
The fact is that humans are, and always will be, the
weakest link in the cybersecurity chain be it through
criminal intent or a well-intentioned error. What can
be done to diminish this risk?

THE PSYCHOLOGY OF SOCIAL ENGINEERING
Every employee knows something that a social engineer can
use. Social engineering is based on the psychology of people
and their tendencies to react in certain ways:
• The majority of people believe that no one is out to
harm them. And most do not understand the value
of their knowledge.
• People tend to be polite, especially with strangers,
and most people want to be helpful.

• If someone is kind, people will usually return that
kindness.
• When a person is complimented, he or she tends to
talk more. Professionals want to be seen as competent,
intelligent people who know valuable information.
• People want to be responsive, which is why social
engineers use urgency and scarcity of time to induce
action.
• People assume that most mistakes are made innocently and tend to ignore discordant information
that does not fit the situation.
• People are curious by nature, which often overrides
their caution and common sense.
• Most employees will defer to those who are (or at
least appear to be) in a position of power or authority.
All of these contribute to a permeable psychosocial
attack surface for cybercriminals to exploit.
Most organizations rely on cybersecurity education
alone to steel their employees against social engineering.
Unfortunately, education by itself does not work, which is
borne out by the fact that phishing attacks are still successful against technologically sophisticated companies.
Employees act both on how they are rewarded and
within the bounds of the firm’s organizational culture. To
impart the imperative that every employee is responsible
for the company’s cybersecurity, it is critical to interject this
value into the firm’s culture. To be able to do so first requires
an understanding of what organizational culture is.

UNDERSTANDING
ORGANIZATIONAL CULTURE
Organizational culture is defined as the “values and behaviors that contribute to the unique social and psychological
environment of an organization.” 4, 5 It is a social identity
framework that defines and shapes the social reality for the
firm’s employees, which creates the emotional substrate of
a company. The day-to-day practices of an organization are
embedded in its culture.
The fact is that social norms and behavior in an organization are determined more by its culture than by directives
from senior management. Moreover, most organizations
find it impossible to implement any strategy—marketing,
financial, etc.—that is inconsistent with its culture. Besides
having a tremendous impact on a company, culture is
incredibly resilient.
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Figure 1: Kübler-Ross Model
Integration

ORGANIZATION DEVELOPMENT
AND CULTURAL CHANGE

Lewin’s Three-Stage Model for organizational change
and development is the forefather of all OD change models.
His model posits that there are three steps to making an
organizational change: Unfreeze, Change and Refreeze.
The first step is to create uncertainty by “Unfreezing” the
current behavior mode. Employees should be educated on
why the change is needed and must be prepared for the
change. Once they are ready, the next step is to make the
“Change” to the new mode of behavior. When the transition is completed, the final step is to “Refreeze” the change
by implementing processes that reinforce it rather than
letting employees revert to the old ways of doing things.
To understand the emotional component of change, it
helps to study Kübler-Ross’ Change Curve illustrated in
Figure 1.8 It is based on her Five Stages of Grief model,9
which she developed while working with the terminally ill.
It illustrates the stages of the emotions employees
experience when faced with large changes. If the emotional
component of change is not taken into account, employees’
natural resistance to a major change will not be overcome.
Thus, the current beliefs/processes will remain in place
and the company will not benefit from the planned change.

Disbelief;
looking for
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MORAL & COMPETENCE

As important as making a cybersecurity cultural transformation within an enterprise is, logic alone will not make it
happen.6 As anyone who has tried to effect major organizational changes knows, there is always resistance.
In part, it comes from the fact that employees tend to do
only those things for which they are rewarded. If an action
or activity is not going to help them keep or excel at their
jobs/careers, why should they do it?
But there is also an emotional component that causes
employees to resist change, which can be the most difficult
barrier to overcome.
Fortunately, the field of organization development (OD)
has evolved to help with these changes. OD is the “practical
application of organization science [that draws] from several disciplines for its models, strategies and techniques.”7
It is a specialty within human resource management (HRM
or HR).
Within OD, multiple models have been developed for
managing change initiatives. The main reason to use one of
them is because it will provide a successful framework for
making major changes within a firm. The three chosen for
discussion in this article are:
• Kurt Lewin’s Three-Stage Model
• Elisabeth Kübler-Ross’ Change Curve
• John Kotter’s The Eight Steps for Successful
Large-Scale Change
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Kotter’s The Eight Steps for Successful Large-Scale
Change10 is the most often used model. While the others
describe a change methodology, they have few details on
how to effectively lead that change.11 The eight steps are:12
1. Increase urgency — People start telling each other,
“Let’s go, we need to change things!”
2. Build the guiding team — A group powerful enough
to guide a big change is formed and they start to work
together well.
3. Get the vision right — The guiding team develops
the right vision and strategy for the change effort.
4. Communicate for buy-in — People begin to buy into
the change, and this shows in their behavior.
5. Empower action — More people feel able to act,
and do act, on the vision.
6. Create short-term wins — Momentum builds as
people try to fulfill the vision, while fewer and fewer
resist change.
7. Don’t let up — People make wave after wave of
changes until the vision is fulfilled.
8. Make change stick — New and winning behavior
continues despite the pull of tradition, turnover of
change leaders, etc.
Kotter asserts that there is a pattern to successful
changes he called “See-Feel-Change” (as opposed to
“Analyze-Think-Change”).13 First, create a dramatic or
compelling characterization of the situation. This will
help show employees what the problems are and help them
visualize resolutions (“See”), which reduces feelings that
would hinder the changes while increasing feelings that
inspire action (“Feel”). This emotional reaction energizes
the changes and their stickiness (“Change”).
It should be noted that change models in and of them-
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selves are not enough. Without the buy-in and support of
top management, no model will help make an organizational change.

USE STORYTELLING TO CRAFT MESSAGING
Throughout history, leaders have relied on storytelling to
inspire followers.14 Listeners put themselves into a story by
experiencing its emotional content. Relating to the events
in the story provides them with a vicarious experience.
Having an emotional experience directly engages the
listener. CEOs and others tell stories to illustrate their
points, convey the corporate myth, celebrate acts of
heroism and retell classic epics that have confronted
their organization.
Storytelling is intrinsic to developing corporate mythology. These stories paint pictures symbolizing the firm’s
vision, which allows employees to personalize and absorb
it. Because a picture is worth a thousand words, stories
exponentially increase the power of the company’s communications. They convey an understanding that is logical,
intuitive and emotional.
The firm’s mission statement and values form the organization’s cultural DNA, which is replicated throughout
the firm through myths, rites and systems. Messaging for
cultural transformation campaigns must be grounded in
this cultural DNA, giving it currency and relevance, which
will turbocharge the messages’ effectiveness.

If top management support for a comprehensive initiative is not forthcoming, run a messaging campaign on the
importance of all employees being responsible for cybersecurity. As above, use the recommendations in this article
to craft the messaging. Studies in organizational behavior
show that the optimum cadence for publishing these types
of messages is six-week intervals.
Finally, consider getting involved with the Organization
Development Network.15 It is a national organization for
anyone interested in the field of OD. There are multiple
local chapters that hold monthly meetings to discuss the
topics mentioned in this article. •

CHIP JARNAGIN, MBA, CISSP, PMP, CSM, Lean Six Sigma Green
Belt, is a consultant at LatticeWorks Consulting. He has more than 20
years of experience in cybersecurity, telecommunications and IT. He is
published in the fields of cybersecurity, organizational cultural and IT
governance/management.
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 B Y PAT C R AV E N

The Rewards for Choosing Mission over Money

W

HEN I WAS A CHILD, I remember
our car had a bumper sticker
that read “Only Volunteers Go
to Heaven.” To me, that message
stressed how giving and helping others was important life
work. My parents set that example for me through their
unselfish approach to life that led me to a career working
for nonprofits and focusing on mission over money.
One of the great joys of my job is working with other
staff and volunteers who share that passion for helping others. In more than 30 years of nonprofit work, I have never
had an employee come to me complaining that they weren’t
getting paid enough. I knew for a fact that we weren’t paying them what they could make in the corporate world, but
none of them were here for the money. It was all about the
mission of helping others.
At the Center for Cyber Safety and Education, we have
an incredible team of just five people who focus every day
on making it a safer cyber world for everyone around the
globe. There is no harder working team on earth, and I am
so proud to call each of them a friend. But no matter how
many hours we work, we can only fulfill our goals with
the help of volunteers and ambassadors who are just as
passionate about spreading the message—people like you
who understand the crisis facing the world and are willing
to find a few hours a week or month to help make a difference. The only way we are going to be able to spread our
safety messages to more children, parents, seniors, families,
schools and others is with the
help of members, volunteers
and ambassadors.
At the (ISC)2 Security
Congress in New Orleans, we
recognized some of those who
have gone above and beyond
the normal volunteer efforts
and support for the work of the
Center. We proudly presented
Satish Jayaprakash, CISSP,
Pat Craven is the director
with the 2018 Julie Peeler
of the Center for Cyber
Franz “Do It for the Children”
Safety and Education
Volunteer Award and Engility
and can be reached at
pcraven@isc2.org.
Holdings with the Center for

Cyber Safety and Education 2018 Partner of the Year Award.
Satish serves as the global head of application security for Merck & Co., Inc. We chose him for his years of
championing cyber safety education within his companies
and helping tens of thousands of children around the world
learn how to protect themselves online.
Now at Merck and previously as the vice president
of cybersecurity for JPMorgan Chase, Satish has worked
to institutionalize the Center’s Safe and Secure Online
program, helping adults and children have a safe and
positive online experience. He not only did presentations
at local schools but also recruited and inspired other
employees, and eventually company leadership, to do
the same. Through the JPMorgan Chase Safe and Secure
Online program he founded, volunteers have reached
more than 8,500 children and parents around the world.
The Center chose Engility as its Partner of the Year for
its commitment to creating career opportunities for veterans in the high-demand field of cybersecurity. Last fall, the
Center and Engility partnered to introduce CyberWarrior®
Scholarships to assist U.S. military veterans wanting to
transition into a post-military cybersecurity career.
In just the first year, we have jointly awarded 10
CyberWarrior Scholarships. The scholarships include
everything recipients need to prepare to become certified
for a career in cybersecurity, including training, textbooks,
materials and exam vouchers for the (ISC)2® certification
of their choice. At the end of the training, winners will
have enhanced opportunities to secure jobs with highly
technical cybersecurity roles, such as security analyst,
security engineer, security auditor and security architect.
In addition to the scholarships, Engility’s vice president
of communications, Roela Santos, serves on the Center’s
Board of Trustees, and Engility is a frequent sponsor of
Center fundraising events.
I wanted to share these two stories not just as a way of
recognizing these pioneering volunteers for their efforts
but also to hopefully serve as an inspiration to all of us. By
taking just a little bit of time to do a presentation or talk to
someone at your company about the Center’s educational or
scholarship programs, you could open the door to another
partner that will join us in our efforts to make it a safer
cyber world for everyone. •
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(ISC)2® Community
Sharing Insights from Buzzworthy Threads

Highlights from Recent Discussions
on the (ISC)2 Online Forum
The (ISC)2 Community, the online forum, has more than 20,000 cybersecurity professionals connecting, sharing knowledge and offering solutions. InfoSecurity Professional, in partnership with the Community’s administrators, presents a few of the more buzzworthy threads. Note that
the questions and responses have been edited for clarity and brevity.
QUESTION:
What are Best Practices for
Privileged Accounts on Laptops?

At our company we’ve implemented
a new security policy for our engineers. The engineers use their laptop
as a Swiss army knife. They develop
code, install software and read their
company mail on the device.
In the days in which the domain
account of the engineer was also
a local admin, our engineers were
happy and content with the policy.
Due to ransomware and malware,
we started a proof of concept where
we changed to a local named admin
account to do the programming and
installing, and a domain account
to access email, ERP and Office
via Citrix.
In my opinion, this is an acceptable solution, this is our normal
modus operandi at the IT department;
if we need to install something we
use the ‘runs as … ’ command.
But you guessed it: Our engineers
are not happy with the new policy.
So, what do you recommend? Have
you encountered the same issues and
how did you resolve them?
—Submitted by Ramon
SELECTED REPLIES:

local accounts. Assuming the benefits
aren’t justified, would it make more
sense to implement/enforce adequate
controls in an existing system and on
its constituents—rather than change
the architecture?
—Posted by Shannon D’Cruz

You might consider turning that
around and having your engineers
remote into an environment that is a
secured sandbox with some systems
types having permissions for developing their code. Then have them use
their laptops effectively as an appliance…without permissions to access
corporate email, do their admin, etc.,
and, if essential, scour the internet
for lolcats …
—Posted by Early_Adopter

I’ve seen your approach used and I
consider it a good compromise. A
non-privileged daily use account and
a separate local admin (or admin of
a set of systems) for software installs
and configuration changes. Offering
users separate terminal servers/
jump servers works too but then you
run into having to provide the same
custom hardware they would enjoy
on their PC.
—Posted by HackneyB78

Restricting the rights to a local admin
account may reduce the risk … of a
compromise at the domain level, but
it definitely has its drawbacks, including decentralized control and management and management of multiple

My opinion is that [a] company’s
policies should be enforced to the
furthest extent via the technology. If,
for example, compliance … requires
that admin rights are removed from

Join the (ISC)2 Community ›

employees—then do it. Explain to
them that even if they had admin
rights, they would be breaching
company policy if they perform prohibited functions. Sorry if this sounds
unrealistic to you, but I believe that’s
how it should work …
—Posted by Deyan
Find this complete and updated thread here.

QUESTION:
Question: Vote by (Smart?) Phone?

Electronic voting systems are
weak on security. That is known.
Electronic ballots cast over the
phone, or over the internet, have
been considered dangerously weak
for some time. (A long, long time.)
And we all know that portable
devices have all kinds of security
weaknesses. So, in this climate, what
do you think the smart thing is to do?
—Submitted by rslade
SELECTED REPLIES:

The election system needs a serious
overhaul and voter ID should be right
up there. P.S. I have seen this at every
voting system across three states. Not
that I vote in multiple states in an
election, I have just been voting long
enough and moved around enough
that I have voted in three states in
my lifetime.
—Posted by CISOScott

Most states have already implemented at least some form of voter
ID. To prevent disenfranchisement
(the opposite of voter fraud), voter
ID needs to be coupled with a movement to “help people get IDs.” Such
a movement ought to be equally as
strong as “register to vote.”
—Posted by denbesten
Find this complete and updated thread here.
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