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The scale of the global IT security skills crisis is 

well documented, but what is its direct impact 

on cybersecurity with government agencies 

in Washington, D.C.? Dan Waddell of (ISC)2 

discusses the problem — and a different way to 

address it. 

“The message is loud and clear: The time for action is long overdue,” says 

Waddell, (ISC)² Managing Director, North America and Director of U.S. 

Government Affairs. And in D.C., there is an acute shortage of cloud security 

skills, he says. 

“We identified cloud security in our report as the next big skill that is specifically 

in demand by our federal government partners in Washington D.C.,” Waddell 

adds. 

But that’s just one among many in-demand skills, and as a result of the skills 

gap, security leaders lack confidence in the cybersecurity [of federal cyber 

executives] of their agencies. Waddell cites one recent survey result: “Only 2 

percent [of federal cyber executives] feel strongly that the federal government 

is capable of detecting ongoing cyberattacks. That really speaks to the fact that 

the adversary moves a heck of a lot faster than the federal government, which, 

because of its bureaucracy, struggles to keep pace,” he says. 

In an interview about mitigating the security skills crisis in 
government agencies, Waddell discusses:

• The impact of the skills crisis in these agencies;

• How the Associate of (ISC)² can help fill gaps;

• How government agencies can better collaborate with (ISC)².

Waddell is responsible for managing operations in the North 

America region, which primarily focuses on supporting U.S. 

and Canadian members, customers and strategic partners. 

He also leads all U.S. government affairs activities and is the 

primary (ISC)² official responsible for interacting with public 

sector entities (i.e. federal, state and local governments); 

major corporations; universities and other higher education 

institutions; and professionalization organizations throughout 

the U.S. Waddell serves as the principal point of contact for 

various trade associations, public interest groups and other 

entities focused on information security and information 

security workforce issues. He has over 20 years of experience 

in information technology, information assurance, and 

cybersecurity, with over 15 of those years in management.

Dan Waddell
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Federal Cybersecurity Needs

TOM FIELD: Dan, over the past five years we’ve talked extensively about the global security skills 

crisis. What are some of the unique trends unfolding now among government agencies specifically in 

Washington, D.C.?

DAN WADDELL: We certainly have been talking about it for a while, Tom. Our 2015 (ISC)² Global 

Information Security Workforce Study (GISWS) reported that the workforce gap is going to reach 1.5 

million professionals by the year 2020. The message is loud and clear. The time for action is long 

overdue.

A lot of the good things we do at (ISC)² have come as a result of this global survey to which 14,000 

people responded. With this level of feedback, we have narrowed our findings down to the Washington 

D.C. sector, and when we hear about demand for certain skills, we can develop materials, programs 

and certifications around that. For example, last year we released the cloud security certification, the 

CCSP (Certified Cloud Security Professional) with our partners at the Cloud Security Alliance.

The cloud security space is an interesting Beltway trend. We identified cloud security in our report as 

the next big skill that is specifically in demand by our federal government partners in Washington D.C.

If you look at agencies more specifically, the Department of Defense’s Directive 8570 mandated 

professionals to have certifications like CISSP to work for them. The 8570 publication is being updated 

to 8140, which will provide procedures for training and certification of all government employees 

involved in information security and assurance. We’re eagerly awaiting this new matrix that will start 

to align these skills and certifications to job descriptions. The National Institute of Standards and 

Technology has been diligently working on their workforce framework that will start to shape job 

categories, so that when government agencies are writing these procurements and contracts, the 

industry can respond and start bringing in people with the skills and certifications to hit the ground 

running on day one.
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Excerpt from the 2015 (ISC)² Global Information Security Workforce Study
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The Workforce Skills and Personnel Gap

FIELD: In addition to releasing the Workforce Study, (ISC)² [in conjunction with KPMG] in 2016 also 

released The State of Cybersecurity From the Federal Cyber Executive Perspective report. What does 

your research say about some of the more serious repercussions of the skills crisis?

WADDELL: In the latter study, we surveyed about 50 of the top tier federal cybersecurity executives 

that serve in the federal government, military, intelligence circles, and federal contracting. 

Perhaps the most alarming finding is that only 2 percent feel strongly that the federal government is 

capable of detecting ongoing cyberattacks. That really speaks to the fact that the adversary moves a 

heck of a lot faster than the federal government, which, because of its bureaucracy, struggles to keep 

pace. 

Also, 75 percent of those surveyed [in the GISWS] feel the workforce gap was affecting the ability of 

the current cyber workforce to do their jobs. These folks are extremely taxed, working very hard and 

constantly having to put out fires. This workforce gap is forcing these people to have to juggle a lot of 

different things, including compliance, in their day-to-day jobs. It makes their work especially difficult. 

FIELD: Dan, from your perspective, what really is the core issue? Is it the lack of personnel, a dearth of 

skills or both?

WADDELL: It’s a little bit of both. Our 2015 Workforce Study found that 60 percent of respondents 

don’t have enough information security personnel to meet demands, a slight increase over our 2013 

survey. But skill is obviously an issue. In addition to needing cloud security professionals, the federal 

government needs people who are knowledgeable about assessing and managing risk. The OPM 

breach was definitely a failure of risk. They needed a risk management expert to figure out that several 

of its systems were not properly scanned or patched – and make sure that information reached the 

very top levels of the organization.

Incident response is another skill that is desperately needed. Our 2016 State of Cybersecurity report 

focused on the fact that a lot of federal agencies do not have the ability to respond quickly to attacks. 

Given the way government agencies have to procure products and services, it’s not as if they can pick 

up a phone and call somebody to show up on day one. The Department of Homeland Security and US-

CERT (United States Computer Emergency Readiness Team) does provide incident response, as does 

the NSA Cyber Defense Tiger Team. But we need to do a better job. Hopefully, the new federal CISO, 

once he or she is hired, will help coordinate some of these efforts across the board to help with this 

problem.

“Seventy-five percent of those surveyed feel the workforce 
gap was affecting the ability of the current cyber workforce 
to do their jobs. ...This workforce gap is forcing [them] to 
juggle a lot of different things...in their day-to-day jobs.”
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The Benefits of Being an Associate of (ISC)²

FIELD: Shifting gears a little bit, describe the Associate of (ISC)² and how it could help address the skills 

crisis we’ve been talking about.

WADDELL: The Associate of (ISC)² bridges that gap between needing certification and needing 

experience. For example, the CISSP requires five years of paid full-time experience, or four years with 

the appropriate degree, for certification. If you don’t have that experience but pass one of our exams, 

you become an Associate. This gives potential employers confidence that you’ve passed a very difficult 

exam based on internationally recognized standards. The employer can feel comfortable hiring that 

person because this potential hire has done their due diligence and can do the job.

FIELD: Dan, who can become an Associate and what are the key benefits for members?

WADDELL: Anybody can be an Associate. Particularly here in D.C., we’ve always preached educating 

the cyber workforce.

An Associate becomes a member of (ISC)², which offers a lot of benefits. You become part of a network 

comprising over 115,000 members worldwide – 15,000 of which are in Washington D.C. You can 

participate in the chapters and events. You get access to training and the CPEs — that really helps 

sharpen the saw and keep your skills up to date. You can get certifications as a CISSP, SSCP and others 

in forensics (CCFP), software security (CSSLP) and healthcare (HCISPP), among others. (ISC)² does a lot 

of work to make sure continuing education plays a big part of our membership, and as an Associate, 

you have access to that.

In addition, the Chapter Program offers members tremendous opportunity. Our recent CyberSecureGov 

Conference had representatives from the Quantico Chapter, National Capital Region Chapter and the 

Marine Corps. Hundreds of members meet monthly to discuss very relevant topics. As an Associate, 

you’re plugged into this network, and it’s a great opportunity to learn and meet other people in the 

profession.

“The Associate of (ISC)² bridges that gap between needing 
certification and needing experience. ... [Becoming] an Associate...
gives potential employers confidence that you’ve passed a very 
difficult exam based on internationally recognized standards.”
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How Federal Agencies Can Leverage the Associate of (ISC)²

FIELD: How can government agencies work with (ISC)² to be able to improve the skills and personnel 

gap and maximize their benefits from the Associate of (ISC)2?

WADDELL: Historically, (ISC)² always had very strong official training provider programs. We have a 

number of official training providers, such as Global Knowledge and Learning Tree, that have helped 

train our government partners and their employees. Recently, we received our IT GSA Schedule 70 

contract with the U.S. General Services Administration, which enables us to do business directly with 

the federal government. Government agencies are purchasing vouchers for our training, our exams and 

our annual maintenance fees directly off that GSA schedule. They can purchase these vouchers in bulk, 

which helps government agencies meet this persistent personnel and skills demand that has been 

causing the crises we’ve been discussing.

Moreover, our U.S. Government Account Executive Craig Nelson is working with government agencies 

to customize workforce development plans for the federal government’s cyber agencies, which has 

been a tremendous benefit. Finally, the Associate of (ISC)2 opens a wider net of professionals from 

which the government can leverage to build their workforce capacity and augment their staff. 

Associate of (ISC)2 Qualitative Results

FIELD: Dan, it may be too early to ask you about results derived from the Associate of (ISC)2. But how 

would you measure the results? What metrics will you be focusing on?

WADDELL: We always want to look at quantitative metrics, but we also want to make sure we’re having 

an impact on these Associates’ professions and lives. For my part, I’ve been helping in our effort to 

reach out to some recent Associates, as well as Associates who have recently graduated to becoming 

full (ISC)² members. I want to learn how the Associate of (ISC)2 has affected them, and I think there are 

some great success stories out there.

We just had our Government Information Security Leadership Awards program, where we celebrated 

some fantastic folks who started off as Associates. Just from an awareness perspective, hearing their 

success stories is truly what’s going to measure the value and the benefit of this program. n

http://www.govinfosecurity.com/interviews/tackling-dc-security-skills-crisis-i-3203

“As an Associate, you’re plugged into [our] network, and it’s a great 
opportunity to learn and meet other people in the profession.”
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