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Embracing risk

Peter Berlich

Peter Berlich

Risk management has become the buzzword du jour. Let's put
security into perspective, says Dr. Peter Berlich, CISSP, member of

(ISC)2's European Advisory Board.

Today's security managers are expect-
ed to combine a thorough under-
standing of the technical side of IT
Security ~ ith a comprehensive view of
corporate compliance and proficiency in
risk models with business management
skills.

But in order to avoid creating gaps
and becoming jack-of-trades and mas-
ter-of-none, there is a clear need for
more focus on where exactly those re-
sponsibilities start and end. Tomorrow's
security professionals should be able to
embrace the new paradigm of becoming
the extended arm of business risk man-
agement.

Where we are today

We are living in a postmodern IT world,
where basic infrastructures and applica-
tions are ubiquitous and cheap. Security is
just one more cost of doing business.
Information theory tells us with certainty
that preventing information leakage and
preserving information integrity isn't free.
The practical question therefore isn't just
what level of security we can aspire to
but what is useful and affordable.

Gone are the days of the mainframe
whose security could be controlled
through a single instance and which
had a mature security concept.
However, the perception of better main-
frame security in the good old days was
certainly corroborated by the fact that
there wasn't today's complete reliance
on IT for each and every business
process.

With each new technology and busi-
ness ifnnovation, there is an incenti+e to
defer security investments in return for af-
fordability. The PC is a perfect example.

The fact that it was a huge step back-
wards from mainframe security did not
hinder its proliferation - it promoted it,
even when the arrival of global networks
turned its apparent gaps turned into a
ubiquitous hazard. Conversely, it is not al-
ways affordable to write off legacy sys-
tems the instant they become game for
unanticipated threats.

The price we have to pay for security
is artificially inflated by traditional, ide-
alized concepts of rigid segregation.
They are logical, tested and proven but
do not reflect the context and culture
of most modern businesses, w “ich re-
quire flexibility and leanness above
everything else.

Changing the scope of security
management

According to (ISC)2's ISSMP
(Information Systems Security
Management Professional)

Concentration. 1

a security manager will
need proficiency in Security
Management, Systems Development
Security, Security Compliance, Business
Continuity Planning as well as Law and
Ethics. Similarly, ISACA's CISM? certifies
the candidate to Security Governance,
Risk Management, Security Program
Management, Security Management and
Response Management.

Within these areas, we can make out
three trends that will strongly influence
the way in which we will manage security
in the future.

IT risk management

The financial sector is currently in a
process of aligning its risk management,
driven in part by the Basel II code and
other corporate governance guidelines.

Other enterprises will follow, as debtors'
operational risk factors into the creditors’
financial one.

IT risk managers are beginning to sup-
plement or encompass established IT
Security functions, thereby reflecting a
risk management process, in which securi-
ty is only one way of addressing risk.
These functions need to operate closely
to the business in order to be effective
but their task is within the realm of a risk
management function reporting to the
CFO.

In order to lay the foundation for ade-
quate risk management, a corporation will
first need to take inventory of its risk pos-
ture. Since risk tends to be financially fo-
cused, it will be beneficial to think about
risk in terms of business processes and fo-
cus on a limited number of identified top
risks and their financial impact on the
business.

Risk managers must be careful to create
and maintain a balanced and flexible risk
framework that is seen as an enabler, not
an inhibitor to investments. In the end, it
is the business manager that makes the
decision. All risk management can accom-
plish is making the risk visible and there-
by manageable.

IT controls management

There are increased regulatory require-
ments for the diligent management of a
company's internal risks and controls.The
US Sarbanes-Oxley-Act of 2002 is only the
forerunner in a global evolution of regula-
tions and laws aimed at increasing corpo-
rate governance. Corporations with an un-
derdeveloped internal governance posture
will face significant investments and cul-
tural change.
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Based on a defined and identified risk
posture, an organization will review the
measures it has taken to address each risk.
Where the decision has been made to mit-
igate the risk, IT security controls will
need to be put in place.This mandates a
comprehensive security policy, driving
compliance throughout the corporation
and down the value chain. Controls that
have traditionally been seen as justified by
best practices are newly being managed
as part of the risk management process.

The controls function will ideally be loc: t-
ed under the risk function or aligned with a
corporate security function.Their role is cru-
cial from a cost perspective: By defining and
agreeing logical and auditable security con-
trols the security function effectively directs
the enterprise's security investment, creating
a more targeted and therefore effective ap-
proach to security and improving the cost-
benefit balance.

However, less is better and management
must be mindful to limit the amount of rules
they impose upon the enterprise.As a rule
of thumb, the amount of rules an employee
or an organization is able and willing to
comply with can reasonably be assumed to
be a constant. Consider removing one rule
for each new one you create.

IT security operations

As security breaches have become com-
moditized, so must IT Security operations
become a commodity in order to address
the security needs of the future.The provi-
sion of technical (IT) security is increas-
ingly becoming the domain of service
providers, as enterprises are focusing on
their core business in order to reduce
their working capital and cut cost.

The trend towards outsourcing and
off-shoring of IT will enable a growing
amount of corporations to delegate their
operational risk to providers whose
core business it is to manage security to
a Service Level Agreement (SLA). This
transformation will be promoted by
standardization and scalable utility serv-
ices.

Companies will need to retain an archi-
tecturally focused function for managing
technical security standards in order to ar-
rive at an acceptable level of technical
risk.They can generate better returns and
save misdirected expenses by targeting

their security investments according to
their risk model.

IT security operations is where the bulk
of security cost is incurred and corpora-
tions need to be constantly aware of the
risks of under-investing. For the reasons
described in the introduction, we are
faced with a significant investment back-
log in IT Security across all sectors. Risk
management will help to prioritize invest-
ments in IT Security, it is not an excuse
for avoiding them.

The IT security manager's chal-
lenge

For most security managers, there is a
fundamental requirement today to begin
rewriting and verifying their mission state-
ment.Any assumptions made on risk deci-
sions need to be explicated and agreed to
by management. Security managers should
therefore drive for the implementation of
a risk process if none exists yet.

A risk process enables us to review the
enterprise's controls posture within the
security domain. The effectiveness of cur-
rent controls should be assessed. Some
céntrols may need to be eliminated and
others may need to be newly implement-
ed. It will be important to maintain a sus-

tainable level of controls.

The final element, which marks the
move from a static security world to the
new, dynamic world of risk managed secu-
rity, is the introduction of SLAs for securi-
ty controls and their elastic implementa-

tion and management.

Last not least, the security manager
needs to make a mid term career decision
whether she or he wants to move towards
the more financially oriented world of risk
management, evolve within the controls
management realm or focus on technical

questions.

Conclusion

Risk management isn't the new security
management; rather it is encompassing se-
curity management.The security profes-
sion has matured, and it is time for it to
differentiate and embrace becoming the
extended arm of business risk manage-
ment instead of an embedded IT function.
The CFO or the CRO, not the CISO or
CSO, is the new board level function.

Highly specialized (and expensive) se-
curity technology will have its niche, but
on a larger scale there will be standard-
ized and managed security levels. I
Companies will have to thoroughly ad-
dress their lingering problem of user com-
pliance and sustain strong management
support to their audit functions.

IT Security
operations must
become a
commodity

They will also have to manage their risk
level instead of relying on best practice,
The economic incentive is a dual one:
Companies can save enormous cost by fo-
cusing their security investments and a se-
cure infrastructure will give rise to new,
flexible business models, with a just-in-
time management of their computing ca-
pacity, workforce and even business

processes.

1. bttps://isc2.0rg/cgi-
bin/content.cgi?category=524

2.bttp.//isaca.org/Content/Navigation
Menu/Security/CISM_Certification/Ex
am_Informationl/Content_Areasl/CIS
M_Certification_Content_Areas.btm
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